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The DIB-VDP received notification of an asset vulnerable
to CVE-2021-26084, a critical severity exploitable
vulnerability in a public-facing asset. An OGNL injection
vulnerability exists that would allow an unauthenticated
user to execute arbitrary code on a Confluence Server

or Data Center instance. Application versions before
version 6.13.23, from version 6.14.0 before 7.4.11, from
version 7.5.0 before 7.11.6, and from version 7.12.0 before
7.12.5 are affected by this vulnerability. The vulnerability

is exploitable by unauthenticated users regardless

of configuration. The vendor reports it is being actively
exploited in the wild. Affected servers should be patched
immediately. If you are unable to upgrade Confluence
immediately, then as a temporary workaround, you can
mitigate the issue by running the script provided by the
vendor for the Operating System that Confluence is hosted
on: https://nvd.nist.gov/vuln/detail/CVE-2021-26084
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